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Description 

SYSTEM AND METHOD FOR 
ANTICIPATING THE TRUSTWORTHINESS 

OF AN INTERNET SITE 

Background of Invention 

[0001] The present invention relates generally to methods for an- 
ticipating and displaying the trustworthiness of an Inter- 
net site. More particularly, the present invention relates to 
an Internet browser add-on capable of dynamically ana- 
lyzing the content of an Internet site to create an analyti- 
cal result designating the Internet site's anticipated trust- 
worthiness. 

[0002] The growth of the Internet has been compared to the pe- 
riod in American history known as the "gold rush." Many 
entrepreneurs have decided to set up businesses in a vir- 
tual realm on the Internet with much of the same vigor as 
those Americans who decided to move out west in the 
hopes of striking gold. However, because it is not regu- 
lated and relies almost exclusively on private standardiza- 



tion and policing, many consumers find the Internet to be 
the digital equivalent of the Wild West that accompanied 
the "gold rush". Consequently, numerous consumers have 
found themselves to be victims of online scams perpe- 
trated by purportedly reputable Internet sites or had their 
identities stolen due to unscrupulous Internet sites posing 
as reputable retailers, subsequently leading to credit card 
fraud and the like. These Internet frauds have the further 
frustration of hindering essential consumer trust and In- 
ternet site reliability for continued growth of Internet re- 
lated businesses and services. 
[0003] jo combat fraud, consumers may, for example, use vari- 
ous independent evaluators such as Consumer Reports®, 
the Better Business Bureau®, and others to obtain a sum- 
marized, and often underdeveloped, analysis about an 
online business or Internet site, but such a review is very 
limited in scope and reliability. Further, since the Internet 
site may change often, such reviews are quickly outdated. 
Thus, the time and effort it would take for a consumer to 
thoroughly research the reputability and trustworthiness 
of an Internet site prior to disclosing information to that 
site would be too cumbersome and unrealistic, and again 
hinder the Internet's growth. 



[0004] jo reduce unscrupulous Internet sites and to encourage 
the necessary trust consumers must have when they visit 
an unproven site, several organizations have programs 
that independently check and subsequently monitor an 
Internet site for several relevant trust related criteria. For 
example, TRUSTe® is an organization that checks respec- 
tive privacy policies of Internet sites. When a Internet site's 
privacy policy has been approved by TRUSTe®, that Inter- 
net site is allowed to display the TRUSTe® Trustmark™ 
"seal of approval." Accordingly, when a consumer sees the 
Trustmark™ seal on an Internet site, the consumer, recog- 
nizing the integrity of the TRUSTe® Trustmark™, feels a 
sense of comfort and security that his or her privacy and 
the information submitted to this Internet site will be pro- 
tected without the need to conduct independent research 
on the Internet site nor analyze the complex privacy policy 
that is often laced with legalese. Many other organizations 
provide similar services for different venues, for example, 
retail reliability. 

[0005] However, organizations certifying the reputability of an 

Internet site must manually approve the site, after the site 
submits a formal request for such approval, in order for 
the site to display that specific organization's "seal of ap- 



proval." The existing "seal of approval" methods also have 
an all-or-nothing standard, where the Internet site must 
adhere to all of the "seal of approval's" standards or it 
cannot display the seal at all. Also, since the Internet site 
owner must request the initiation of the approval process, 
only a small percentage of Internet sites participate in the 
"seal of approval" process. Further, compensation may be 
offered to the seal provider in order for an Internet site to 
display their seal, thereby compromising the seal 
providers" objectivity. Accordingly, there exists a need for 
a "seal of approval" method and system that does not re- 
quire each Internet site to submit a request to be ap- 
proved, that provides a scaled or gauged representation 
of the Internet site's trustworthiness based upon the 
number of criteria the Internet site adheres to, and that is 
unbiased by not expecting compensation. 
[0006] Further, since the Internet site needs to display a "seal of 
approval", which is simply an image file that can be easily 
pirated from another Internet site, there is the possibility 
that the "seal of approval" is fraudulently obtained, thus 
ultimately leading to a degradation in the "seal of ap- 
proval's" consumer confidence. The only way to combat 
such a fraud problem is to ensure that only an indepen- 



dent third party has the capability of displaying the "seal 
of approval" outside of the control of the Internet site in 
question. 

[0007] Moreover, there exists a need to provide an Internet user 
with an instantaneous trustworthiness scaled score, thus 
presenting a more detailed analytical result to the Internet 
user while allowing the user to make a more informed de- 
cision about disclosing information to the Internet site. 
Summary of Invention 

[0008] | n an embodiment, the present invention is a system and 
method for anticipating the trustworthiness of an Internet 
site having content. The method includes dynamically an- 
alyzing the content of the site to assess the number of 
criteria the content complies with in order to create an 
analytical result. The analytical request may then be com- 
municated to an Internet user. 

[0009] | n another embodiment, the present invention includes an 
Internet browser add-on or plug-in capable of communi- 
cating to an Internet user the anticipated trustworthiness 
of an Internet site displayed in the Internet browser. The 
add-on may take the form of a tool bar integrated within 
the Internet browser. In an embodiment, the add-on pro- 
vides the user with a trustworthiness representation, such 



as in the form of a scaled gauge or scaled numerical rep- 
resentation, that is communicated to the Internet user to 

convey the anticipated trustworthiness of an Internet site. 
Brief Description of Drawings 

[0010] For the purpose of facilitating an understanding of the 
subject matter sought to be protected, there are illus- 
trated in the accompanying drawings embodiments 
thereof, from an inspection of which, when considered in 
connection with the following description, the subject 
matter sought to be protected, its construction and oper- 
ation, and many of its advantages, should be readily un- 
derstood and appreciated. 

[0011] Fig. 1 is an embodiment of the present invention incorpo- 
rated into a typical Internet browser; 

[0012] Fig. 2 is another embodiment of the present invention in- 
corporated into a typical Internet browser; and 

[0013] Fig. 3 is an example table of the criteria used by the 

present invention and the points assignable by each crite- 
rion to create the "trust score." 
Detailed Description 

[0014] Th e present invention is a system and method for antici- 
pating the trustworthiness of an Internet site having con- 



tent. The method includes dynamically analyzing the con- 
tent of an Internet site to assess or approximate the num- 
ber or amount of criteria that the content complies with in 
order to create an analytical result. The analytical result 
may then be communicated to an Internet user. In an em- 
bodiment, the analytical result is communicated to an In- 
ternet user by displaying it. In another embodiment, the 
analytical result may be communicated to the Internet 
user by sound. It will be appreciated that other methods 
or forms of communicating the analytical result can be 
used without departing from the true scope and spirit of 
the present invention. 
[0015] Referring to figs. 1 and 2, in an embodiment, the present 
invention includes an Internet browser add-on or plug-in 
11 capable of communicating (e.g., visually, aurally, or 
tactilely) to an Internet user the anticipated trustworthi- 
ness of an Internet site displayed in the Internet browser 
10. The add-on 11 preferably takes the form of a tool bar 
integrated within the Internet browser 10. The add-on 11 
provides the user with a visual representation of the ana- 
lytical result, such as in the form of a numerical represen- 
tation 12 or scaled gauge 13, thereby communicating the 
anticipated trustworthiness of an Internet site. The add- 



on 11 also has the benefit of being independent of the In- 
ternet site, thus minimizing the possibility of manipula- 
tion or falsification of the trustworthiness representation 
by the Internet site operator. 
[0016] The add-on 11 has the capability of dynamically reading 
and analyzing the content of a displayed Internet site in 
real-time. The content of the Internet site is subsequently 
read, analyzed and compared to a plurality of criteria in 
order to determine the number or amount of criteria that 
are met or adhered to by the content. In another embodi- 
ment, the add-on 11 has the capability to analyze an In- 
ternet site that is simply entered into an address field, 
where the Internet site's content is read and analyzed 
while not necessarily being displayed to the Internet user. 
Such an embodiment thus has the benefit of displaying an 
anticipated trustworthiness analytical result to the Internet 
user before the Internet user actually visits the Internet 
site. 

[0017] Referring to Fig. 3, in an embodiment, each criterion 21 
has a numerical point value 22 which is assigned or 
awarded to the Internet site if that criterion 21 is met. The 
point value 22 is based upon the criterion's 21 influence 
upon or relevance to the anticipated trustworthiness of 



the Internet site. For example, the more relevant or influ- 
ential a criterion 21 is to determining an Internet site's 
trustworthiness, the greater the point value that the crite- 
rion 21 is capable of assigning to an Internet site. Accord- 
ingly, an analytical result in the form of a "trust score" can 
be determined by totaling the number of points that have 
been assigned to the Internet site, again based upon the 
number and kind of trustworthiness criteria that have 
been met. The "trust score" may thus represent a numeri- 
cal representation of the anticipated trustworthiness of 
the Internet site. The "trust score" may also be scaled, for 
example, on a scale from 1 to 10. Accordingly, it will be 
appreciated that it is possible that two distinct Internet 
sites could receive the same "trust score" even though 
they are not symmetrical in terms of which criteria they 
have respectively met. It will further be appreciated that 
the figures represent examples of numerical point values 
for representative criteria and are being shown for exem- 
plification purposes only and not to limit the true scope 
and sprit of the present invention. 
[0018] | n an embodiment, the "trust score" may subsequently be 
displayed to the Internet user in a numerical representa- 
tion 12 , either scaled or not. In another embodiment, the 



"trust score" can be displayed to the user in a scaled 
gauge representation 13. In yet another embodiment, 
both the gauge and numerical form may be used. 
[0019] The plurality of criteria preferably respectively pertains or 
is relevant to anticipating the trustworthiness of an Inter- 
net site. For example, the criteria may include determining 
the existence of a privacy policy in the content of the In- 
ternet site; if the Internet site uses or supports secure In- 
ternet transactions, such as, for example, Secured Socket 
Layer (SSL) or other encryption technologies, to accept or 
transmit personal or otherwise confidential information; if 
the Internet site maintains a valid digital or other verified 
authentication certificate issued by a reputable certificate 
authority; the popularity or traffic ranking of the Internet 
site as assessed by the amount of traffic going to the In- 
ternet site; the presence of an email address in the con- 
tent of the Internet site; the presence of a telephone num- 
ber in the content of the Internet site; the presence of a 
postal address in the content of the Internet site; if the In- 
ternet site has been audited or otherwise validated by an- 
other validating service; or if the Internet site has a physi- 
cal office for customers to visit. It will be appreciated that 
the criteria listed herein are for exemplification purposes 



only, whereas numerous other criteria can be utilized, and 
it is thus not intended to limit the true scope and spirit of 
the present invention. 

[0020] | n an embodiment, the add-on may search for one or 
more known criterion that previously have been met by 
the Internet site contained within a database provided by 
an independent party. For example, the add-on can 
search in a database to determine if an Internet site has a 
privacy policy or if such a privacy policy has been ana- 
lyzed, thus negating the need to reanalyze the content of 
the Internet site for the privacy policy. Further, the add-on 
has the capability to verify if, for example, an Internet 
site's privacy policy has been changed since the last time 
the database information was updated. 

[0021] | t w j|| De appreciated that the add-on may not be able to 
analyze if each criteria is met by the content of an Internet 
site, for example, determining if an office exists for the 
Internet user to visit. While this may affect the overall 
"trust score" given to the particular Internet site, in an 
embodiment, modified influence or relevancy may be 
given to criteria that can be analyzed by the add-on, thus 
compensating for the unknown or under-analyzed crite- 
ria. 



[0022] | n yet another embodiment, an Internet user can conduct 
a search for a particular type of Internet site using known 
search methodology, where a corresponding list of a plu- 
rality of Internet sites is displayed containing the respec- 
tive "trust score" of the Internet sites by dynamically ana- 
lyzing the content of each Internet site as described 
above. In another embodiment, an Internet user can in- 
clude within the search methodology only Internet sites 
that meet a set "trust score". Accordingly, the Internet 
user, can, for example, exclude Internet sites from being 
returned in the search results list that do not meet the de- 
sired minimum "trust score". 

[0023] The matter set forth in the foregoing description and ac- 
companying drawings is offered byway of illustration only 
and not as a limitation. While particular embodiments 
have been shown and described, it will be apparent to 
those skilled in the art that changes and modifications 
may be made without departing from the broader aspects 
of applicants" contribution. The actual scope of the pro- 
tection sought is intended to be defined in the following 
claims when viewed in their proper perspective based on 
the prior art. 



